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RansNet HSA-520

4G | SD-WAN | Wi-Fi

A Secure Enterprise Wireless Router
Added With Wi-Fi Monetization Capabilities

RansNet HSA-520 is a high performance enterprise grade wireless router, combining 4G and Software-Defined-WAN (SD-WAN)
technologies with a central orchestration platform, to offer an end-to-end secure solution to connect enterprise offices, branches,
retail outlets, and IoT devices.

Installed with RansNet OS, the HSA-520 has comprehensive enterprise routing and security features, producing up to 1Gbps firewall
and 200Mbps VPN throughput. The Qualcomm-powered appliance comes with multiple Gigabit-Ethernet ports and 802.11ax Wi-Fi,
reliably connects all types of LAN devices, segmentizes different types of business traffic, encrypts all digital transactions, prioritizes
mission-critical applications, and inter-connects remote networks to customers’ cloud digital platforms.

Integrated with Wi-Fi monetization features, the HSA-520 series empower business owners to actively engage with end customers,
thereby increasing sales revenues. This transformative capability turns business network infrastructure from a mere cost center into
a revenue-generating platform.

The HSA-520R model is equipped with dedicated 4G module and dual SIM slots, to provide reliable and high-speed Wireless
Wide-Area-Network (WWAN) backhaul as primary or backup to a fixed line, for maximum business uptime.

The HSA-520 Series offer a compact, lightweight design with metal casing, suitable for general industrial and enterprise deployments.

Key features

e Worldwide LTE (CAT4), UMTS/HSPA(+) and GSM/GPRS/EDGE coverage

e Integrated Wi-Fi 6, GPS, Bluetooth and Z-Wave* for LAN/IoT devices l—IG

e Gigabit Ethernet ports for extended local network connectivity LTE

e Multi-WAN for link balancing and auto failover between fixed and 4G/LTE DL: LTE CAT 4 802.11b/g/n/ax Software-Defined
UL:LTE CAT 4 Wi-Fi 6 Wide Area Network

e Stateful firewall for perimeter defense

e Network Access Control for endpoint security and identity management

e Multi-protocol VPN for data encryption and transport security over the air e e
e Dynamic routing and traffic steering for application performance

e Built-in MQTT broker™ for 10T support i
e Zero-Touch-Provisioning for easy deployment Stnterul Frowall - orotocol VP Gigabit Ethernet

(IPSec/GRE/VXLAN) WAN and LAN

e SD-WAN orchestration for central configuration and monitoring
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RansNet HSA-520 Series Datasheet

Hardware Specifications

Models
Processor

Firewall throughput

VPN throughput

Concurrent devices

Concurrent
connections

Multi-WAN

Gigabit Ethernet

Console

HSA-520V

HSA-520R

Qualcomm Multi-Core

1Gbps

HSA-520L2

200Mbps (IPSec), 300Mbps (WireGuard)

Up to 5 x WAN

LTE/Wi-Fi Specifications

4G Modem

SIM Card Slot

A4G/LTE Bands

4G/LTE peak rate
(theoretical)

Wi-Fi Standard

Wi-Fi peak data rate
(theoretical)

Antenna Connectors

100
200,000

Up to 6 x WAN

5 x GE (RJ45)

Quectel EM05

Dual (Active/Standby)

Up to 7 x WAN

1 x RJ45, Baud Rate 115200bps

2 X Quectel EM05

Dual (Active/Active)

LTE-FDD: B1/B3/B5/B7/B8/B20
LTE-TDD: B38/B39/B40/B41

DL 100Mbps, UL 50Mbps

802.11b/g/n/ax, 2 x 2 MU-MIMO OFDMA

2 x RP-SMA Wi-Fi
Antenna

Physical Specification

Power Input Options

Power Consumption

MTBF (hours)

Dimensions
(WxDxH, mm)

Weight

Humidity

Operating
temperature

Certifications

Package Content

Warranty

* Under development
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2 x Wi-Fi dipole antennas

1 x DC Power adapter

Up to 3Gbps

2 x SMA Cellular
Antenna
2 x RP-SMA Wi-Fi

Screw Jack: 12V DC

<12W

200,000 @ 25°C
100,000 @ 50°C
50,000 @ 70°C

195 x 150 x 30

< 1kg

-30°C to 70°C

FCC, CE, IP30

2 x Wi-Fi dipole antennas
2 x 4G dipole antennas
1 x DC Power adapter

1-Year Limited Warranty

sales@ransnet.com

AP and STA mode (Wi-Fi as WAN)

4 x SMA Cellular Antenna

2 x RP-SMA Wi-Fi

15% — 95% (non-condensing)

2 x Wi-Fi dipole antennas

4 x 4G dipole antennas
1 x DC Power adapter

Network and Security Features

IPv4, IPv6

DHCP services (client and server)

MQTT broker (mosquitto)*

VLAN/Trunking (IEEE 802.1q)

Ethernet bridging (IEEE 802.1d)
Bonding/EtherChannel/LACP (IEEE 802.3ad)
High Availability (VRRP)

Static and Dynamic routing (OSPF/BGP), Policy-Based Routing (PBR)
Support external captive portal for guest Wi-Fi and Wi-Fi monetization
SNMP, NetFlow, OpenFlow, Syslog, iperf3

Web filtering (DNS and FQDN)

Stateful Firewall, NAT, SNAT, DNAT, Port Forwarding
SD-Branch Orchestration and Monitoring
Cloud or on-premise orchestration (mfusion)
Zero-touch provisioning

Multi-VPN protocols: WireGuard, SSL, IPSec, L2TPv3, GRE, VXLAN

Multiple VPN modes: L2VPN, L3VPN, Remote Access

Multiple VPN topologies: star or mesh

Extensive security access logging for lawful interception

Auto SD-WAN VPN and routing provisioning

Template based configuration and monitoring

Application-based Traffic-shaping

Performance-based traffic steering

Dynamic VLAN assignment based on device or user identity (NAC)
Super-tenant multi-role based dashboard access

Real-time device and SD-WAN topology update

Alert on device/link failures or thresholds

Extensive dashboard customization and scheduled reporting
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